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UNDERSTANDING
THE LIST OF PORT
NUMBERS IN
NETWORKING: A
COMPLETE
REFERENCE GUIDE

When  you  send  an
e m a i l ,  b r o w s e  a
website,  or  stream  a
video,  an  invisible
system of digital doors
opens  and  closes  to
make  that  connection
possible.  These  doors
are  known  as  port
numbers, and they are
fundamental  to  how
data  travels  across
networks.  Without  a
structured  list  of  port
n u m b e r s  i n

n e t w o r k i n g ,  t h e
internet as we know it
would  descend  into
chaos,  with  traffic
unable  to  find  its
intended  destination.
Understanding  this
system is essential for
I T  p ro fess iona l s ,
n e t w o r k
a d m i n i s t r a t o r s ,
c y b e r s e c u r i t y
specialists, and anyone
who  wants  to  deepen
their knowledge of how
digital  communication
actually  works.
Port numbers serve as
logical endpoints within
a  network  connection.
Think of an IP address
as  the  street  address
of a building, while port
n u m b e r s  a r e  t h e
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individual  apartment
numbers  inside  that
building.  When  data
packets  arrive  at  a
s e r v e r ,  t h e  p o r t
n u m b e r  t e l l s  t h e
system  which  service
or  application  should
r e c e i v e  t h a t
in format ion .  Th is
layered  addressing
system allows a single
d e v i c e  t o  h a n d l e
mu l t ip le  types  o f
network  traffic
simultaneously without
confusion.

WHAT ARE PORT
NUMBERS AND
HOW DO THEY
WORK?

A port number is a 16-
bit  unsigned  integer
rang ing  f rom  0  to
6 5 5 3 5 .  W h e n
combined  with  an  IP
address,  it  creates  a
unique  socket  that
identifies  a  specific
process or service on a
d e v i c e .  T h i s

combination,  often
written as IP:Port (for
e x a m p l e ,
1 9 2 . 1 6 8 . 1 . 1 : 8 0 ) ,
provides the complete
addressing information
needed  for  network
communication.
The  Internet  Assigned
Numbers  Authority
(IANA)  oversees  the
assignment  of  port
numbers  to  ensure
consistency across the
global internet. The list
of  port  numbers  in
networking  is  divided
into  three  dist inct
ranges, each serving a
different purpose in the
n e t w o r k
c o m m u n i c a t i o n
ecosystem.

The
Three
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Port
Number

Ranges
Well-Known  Ports
(0–1023):  These  are
reserved  for  system
services  and  widely
used  protocols.  Only
system  processes  or
privileged  users  can
bind to these ports on
m o s t  o p e r a t i n g
systems.  This  security
measure  prevents
u n a u t h o r i z e d
appl icat ions  f rom
impersonating  critical
services.
Registered  Ports
(1024–49151):  IANA
assigns these ports to
user  applications  and
specific  services  upon
request.  Companies
often register ports for
the i r  p ropr ie ta ry
sof tware  to  avo id

conflicts  with  other
applications.
Dynamic  or  Private
P o r t s
( 4 9 1 5 2 – 6 5 5 3 5 ) :
These are available for
temporary  use  by
client  applications.
When  your  browser
connects  to  a  web
server,  the  operating
s y s t e m  t y p i c a l l y
assigns a random port
from this range for the
outbound connection.

ESSENTIAL WELL-
KNOWN PORTS
YOU SHOULD
KNOW

A comprehensive list of
p o r t  n u m b e r s  i n
networking must begin
with  the  well-known
ports  that  form  the
backbone  of  internet
services.  These  ports
a re  s tandard i zed
across  all  systems,
ensuring  universal
compatibility.
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Port 20 and 21
(TCP): FTP – File
Transfer Protocol
uses port 20 for
data transfer and
port 21 for
control
commands.
Despite being
one of the oldest
protocols still in
use, FTP remains
relevant for
transferring large
files, though its
lack of
encryption
makes it a
security concern
in modern
networks.
Port 22 (TCP):
SSH – Secure
Shell provides
encrypted
remote
administration
capabilities.
System
administrators
rely on port 22
for secure

command-line
access to
servers, making
it one of the
most commonly
targeted ports by
attackers.
Port 23 (TCP):
Telnet – An
unencrypted
remote access
protocol that
transmits all data
including
passwords in
plain text.
Security best
practices
strongly
discourage using
Telnet in favor of
SSH.
Port 25 (TCP):
SMTP – Simple
Mail Transfer
Protocol handles
email
transmission
between mail
servers. This port
is essential for
the email
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delivery chain
and is frequently
monitored to
prevent spam
relay attacks.
Port 53 (UDP
and TCP): DNS
– Domain Name
System
translates
human-readable
domain names
into IP addresses.
This is arguably
one of the most
critical ports in
the entire list of
port numbers in
networking, as
virtually every
internet
interaction
depends on DNS
resolution.
Port 80 (TCP):
HTTP –
Hypertext
Transfer Protocol
serves web
pages from
servers to
browsers. Every

website you visit
initially connects
through port 80
before
potentially being
redirected to a
secure
connection.
Port 110 (TCP):
POP3 – Post
Office Protocol
version 3
retrieves email
from mail
servers. Unlike
IMAP, POP3
typically
downloads
messages to the
client device and
removes them
from the server.
Port 143 (TCP):
IMAP – Internet
Message Access
Protocol allows
email clients to
access messages
stored on a mail
server. IMAP
keeps messages
on the server,
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enabling access
from multiple
devices.
Port 443 (TCP):
HTTPS – HTTP
over TLS/SSL
provides
encrypted web
browsing. This
port handles
secure
connections for
online banking,
e-commerce, and
any service
requiring data
privacy.
Port 445 (TCP):
SMB – Server
Message Block is
used for file
sharing, printer
sharing, and
other network
communication
in Windows
environments.
The infamous
WannaCry
ransomware
attack exploited
vulnerabilities in

SMB traffic on
this port.
Port 993 (TCP):
IMAPS – Secure
IMAP using
SSL/TLS
encryption for
email retrieval.
This provides a
protected
channel for
accessing email
messages over
untrusted
networks.
Port 995 (TCP):
POP3S – Secure
POP3 using
SSL/TLS
encryption for
email retrieval.
Similar to IMAPS,
this port ensures
encrypted
communication
when
downloading
email.
Port 3389
(TCP): RDP –
Remote Desktop
Protocol allows
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remote graphical
access to
Windows
systems. This
port is heavily
targeted for
brute-force
attacks and
should be
protected with
strong
authentication or
VPN
requirements.

COMMON
REGISTERED
PORTS AND THEIR
APPLICATIONS

While well-known ports
cover the fundamental
internet  services,
registered ports extend
the list of port numbers
i n  n e t w o r k i n g  t o
a c c o m m o d a t e
s p e c i a l i z e d
app l i ca t i ons  and
enterprise software.

Port 1433
(TCP):

Microsoft SQL
Server – The
default port for
Microsoft’s
database
management
system.
Database
administrators
configure
firewalls to allow
traffic to this port
for client
connections.
Port 1521
(TCP): Oracle
Database –
Oracle’s default
listener port for
client
connections.
Enterprise
applications
often require this
port to be open
for database
access.
Port 2049 (UDP
and TCP): NFS
– Network File
System enables
file sharing
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across Unix-like
systems.
Originally
developed by
Sun
Microsystems,
NFS remains
popular in Linux
environments.
Port 3306
(TCP): MySQL –
The default port
for the MySQL
database server.
Web applications
using LAMP
stacks commonly
rely on this port
for database
communication.
Port 3389
(TCP): RDP –
Remote Desktop
Protocol enables
graphical remote
access to
Windows
systems.
Port 5432
(TCP):
PostgreSQL –
The default port

for the
PostgreSQL
database
management
system. This
open-source
database uses
this port for
client-server
communication.
Port 5900
(TCP): VNC –
Virtual Network
Computing
provides remote
desktop
functionality
across multiple
operating
systems. VNC is
platform-
independent but
lacks the
encryption found
in RDP or SSH.
Port 8080
(TCP): HTTP
Alternative –
Often used for
web proxy
servers and
development
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environments.
Many application
servers like
Apache Tomcat
and Jetty use
port 8080
instead of the
privileged port
80.
Port 8443
(TCP): HTTPS
Alternative – A
common
alternative to
port 443 for
secure web
services,
frequently used
by web
management
interfaces and
development
environments.
Port 27017
(TCP):
MongoDB – The
default port for
MongoDB
database
instances. As
NoSQL databases
gain popularity,

understanding
this port
becomes
increasingly
important.

PORT NUMBERS
FOR EMAIL
SERVICES

E m a i l  r e m a i n s  a
foundational  internet
service, and the list of
p o r t  n u m b e r s  i n
networking  includes
several ports dedicated
to  emai l  de l ivery,
r e t r i e v a l ,  a n d
management.

Port 25 (TCP):
SMTP – Standard
email submission
between mail
servers. Many
ISPs and cloud
providers block
outbound port 25
traffic to prevent
spam, requiring
users to submit
email through
designated
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submission ports.
Port 465 (TCP):
SMTPS – SMTP
over SSL,
providing
encrypted email
submission. This
port was
originally
registered for
SMTPS but has a
complex history
with different
implementations.
Port 587 (TCP):
SMTP
Submission –
The modern port
for authenticated
email submission
from clients to
servers. Most
email providers
require using this
port with
STARTTLS for
secure email
sending.
Port 2525
(TCP):
Alternate SMTP
– An unofficial

but commonly
used port for
SMTP submission
when port 587 is
blocked. Many
email services
support this as a
fallback option.

UNDERSTANDING
UDP PORTS
VERSUS TCP
PORTS

When  examining  any
list of port numbers in
networking, it is crucial
to understand that port
numbers  work  with
both  TCP  and  UDP
protocols.  The  same
port number can serve
different  services
depending on whether
it  uses  TCP  or  UDP,
though  in  practice
many services use one
protocol exclusively.
TCP  (Transmission
Control  Protocol)
ports  provide  reliable,
connection-oriented
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c o m m u n i c a t i o n .
Serv ices  l i ke  web
browsing,  email,  and
file  transfers  use  TCP
because  they  require
guaranteed delivery of
data  in  the  correct
order. When you visit a
website,  TCP  ensures
that every byte of the
webpage arrives intact.
UDP (User Datagram
Protocol)  ports  offer
faster,  connectionless
communication without
delivery  guarantees.
Streaming  services,
online  gaming,  DNS
queries, and Voice over
IP  (VoIP)  applications
frequently  use  UDP
because they prioritize
speed  over  perfect
re l i ab i l i t y .  A  f ew
missing  packets  in  a
video  stream cause  a
br ief  g l i tch,  whi le
w a i t i n g  f o r
retransmission  would
disrupt  the  ent i re
viewing experience.
Understanding  this

d i s t inc t i on  he lps
network administrators
configure  firewalls
more  effectively  and
t r o u b l e s h o o t
connectivity  issues
with  greater  precision.

SECURITY
CONSIDERATIONS
FOR PORT
MANAGEMENT

Managing port security
i s  a  c r i t i c a l
responsibility  for  any
network  professional.
A n  o p e n  p o r t  i s  a
potential  entry  point
for  attackers,  and
understanding  the
complete  list  of  port
numbers in networking
helps  identify  which
p o r t s  s h o u l d  b e
accessible  and  which
should  remain  closed.

Port
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Scanning
and
Vulnerabi
lity
Assessme

nt
Attackers  commonly
use port scanning tools
to  identify  open  ports
on  target  systems.
Services  running  on
unexpected  ports  or
insecure  protocols
present  opportunities
f o r  exp l o i t a t i on .
Regular  port  scanning
of  your  own  network
h e l p s  i d e n t i f y
misconfigurations  and
unauthorized  services
be fo re  a t t acke r s
discover  them.

Firewall
Configura
tion Best
Practices
Effective  firewall
management  follows
the  principle  of  least
p r i v i l e g e :  o n l y
necessary ports should
be  open,  and  only  to
a u t h o r i z e d  I P
addresses  whenever
possible.  For  example,
if  your  organization
does not  run a  public
web  server,  port  80
and  443  should  be
blocked at the network
perimeter.

Port
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Knocking
and
Obfuscati

on
Some  organizations
i m p l e m e n t  p o r t
knocking,  a  technique
where  ports  remain
closed  until  a  specific
s e q u e n c e  o f
connection  attempts
occurs.  This  adds  a
layer  of  obscurity  to
security,  though  it
should  never  replace
proper  authentication
and  encryption.
Common  security-
cr i t ical  ports  to
monitor  include:

Port 22 (SSH) –
Monitor for
brute-force login
attempts
Port 3389 (RDP)

– Extremely
common target
for automated
attacks
Port 445 (SMB) –
Associated with
ransomware and
worm
propagation
Port 1433
(MSSQL) –
Targeted for
database
exploitation
Port 3306
(MySQL) –
Frequently
scanned for
exposed
database
instances

PORT NUMBERS IN
CLOUD AND
VIRTUALIZED
ENVIRONMENTS

Modern  networking
extends the traditional
list of port numbers in
networking  into  cloud
p l a t f o r m s ,
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c o n t a i n e r i z e d
appl icat ions ,  and
v i r t u a l i z e d
i n f r a s t r u c t u r e .
Understanding  how
ports function in these
e n v i r o n m e n t s  i s
e s s e n t i a l  f o r
contemporary  network
management.
C l o u d  L o a d
Balancers  often  use
port  80  and  443  for
incoming  traffic,  then
forward  requests  to
backend  serv ices
running  on  h igher
ports. This architecture
a l l o w s  m u l t i p l e
application  instances
to  run  on  the  same
server  without  port
conflicts.
C o n t a i n e r
O r c h e s t r a t i o n
p l a t f o r m s  l i k e
Kubernetes  assign
dynamic port numbers
t o  c o n t a i n e r i z e d
s e r v i c e s ,  w h i l e
providing  stable  port
mappings  through

service  abstraction
layers.  Containers
w i t h i n  a  p o d  c a n
communicate  on  any
port ,  but  external
access requires explicit
configuration.
S e r v e r l e s s
Computing  functions
typically  receive  traffic
through  API  gateways
that  manage  por t
a s s i g n m e n t s
a u t o m a t i c a l l y .
Developers rarely need
to concern themselves
with  port  numbers  in
s e r v e r l e s s
architectures,  as  the
p la t fo rm  hand les
routing transparently.

TROUBLESHOOTIN
G PORT-RELATED
CONNECTIVITY
ISSUES

Even  with  a  thorough
understanding  of  the
list of port numbers in
n e t w o r k i n g ,
connectivity  problems
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a r i s e .  H e r e  a r e
practical  steps  for
d i a g n o s i n g  a n d
resolving  port-related
issues.

Checking
Port
Availabilit

y
Use  commands  like
n e t s t a t  - a n  o n
Windows  or  ss  -tuln
on Linux to display all
listening  ports  on  a
system.  This  reveals
which  services  are
actively  waiting  for
connections  and  their
current state


