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MASTERING THE CCNA 3
CHAPTER 4 EXAM: A
COMPREHENSIVE GUIDE TO
VLANS, TRUNKING, AND INTER-
VLAN ROUTING

For networking students and aspiring IT
professionals,  the  CCNA  3  Chapter  4
Exam represents a critical milestone in
the  journey  toward  Cisco  certification.
This  exam, which focuses on switched
network  architectures,  challenges

candidates  to  demonstrate  a  deep
understanding  of  Virtual  Local  Area
Networks  (VLANs),  trunking  protocols,
and  inter-VLAN  routing  mechanisms.
Whether you are preparing for your first
attempt  or  looking  to  strengthen  your
knowledge,  this  guide  will  walk  you
through every essential  concept tested
in the CCNA 3 Chapter 4 Exam. By the
end of this article, you will have a clear
roadmap  for  success,  complete  with
practical  insights  and  proven  study
strategies.
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UNDERSTANDING THE CORE
OBJECTIVES OF THE CCNA 3

CHAPTER 4 EXAM

The CCNA 3 Chapter 4 Exam is designed
to  evaluate  your  ability  to  design,
configure,  and  troubleshoot  modern
switched networks. Cisco places a strong
emphasis on VLAN technology because it
forms  the  backbone  of  network
s e g m e n t a t i o n  i n  e n t e r p r i s e
environments. The exam typically covers
four  major  areas:  VLAN  fundamentals,
trunk  port  configuration,  inter-VLAN
routing methods, and VLAN security best
practices. Each of these topics requires
both theoretical  knowledge and hands-
on practical skills.

Why VLANs
Matter in Modern
Networking
Before  diving  into  exam  specifics,  it  is
important to understand why VLANs are
so  heavily  tested.  In  a  traditional  flat
network, all devices belong to the same
broadcast  domain,  which  leads  to
congestion  and  security  vulnerabilities.
VLANs  solve  this  problem  by  allowing
network  administrators  to  logically
segment a physical network into multiple
isolated broadcast domains. This means
that  devices  in  different  VLANs  cannot
communicate directly without a router or
a Layer 3 switch. The CCNA 3 Chapter 4
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Exam tests your ability to implement this
segmentation efficiently and securely.

VLAN FUNDAMENTALS: THE
FOUNDATION OF THE CCNA 3
CHAPTER 4 EXAM

The  first  major  topic  you  will  encounter
in the CCNA 3 Chapter 4 Exam is the
core  concept  of  VLANs.  You  must
understand  what  a  VLAN  is,  how  it
operates at Layer 2 of the OSI model,
a n d  h o w  i t  i m p r o v e s  n e t w o r k
performance  and  security.  A  VLAN  is
essentially a logical grouping of devices
that behave as if they are connected to
the  same  physical  network  segment,
regardless  of  their  actual  physical
l oca t i on .  Th i s  a l l ows  ne twork
administrators  to  group  users  by
department,  function,  or  security

requirements  without  rewiring  the
network.

Types of VLANs
You Need to
Know
The  exam  expects  you  to  differentiate
between several VLAN types. The default
VLAN on a Cisco switch is VLAN 1, which
carries  all  untagged  traffic  and
management traffic by default. However,
security  best  practices  recommend
moving  management  traffic  to  a
dedicated  VLAN.  The  native  VLAN  is
another  critical  concept;  it  is  used for
trunk  ports  to  carry  untagged  traffic.  In
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most  Cisco  configurations,  the  native
VLAN defaults to VLAN 1, but you can
change  it  to  enhance  security.  Data
VLANs  carry  user  traffic,  while  voice
VLANs  prioritize  voice  over  IP  traffic  to
ensure quality  of  service.  The CCNA 3
Chap te r  4  Exam  w i l l  t e s t  you r
understanding of these distinctions and
your ability to configure them correctly.

VLAN
Configuration
Commands
Hands-on  configuration  is  a  significant
part of the exam. You will need to know
how to create VLANs on a Cisco switch

using the command line interface. The
basic  steps  include  entering  global
configuration  mode,  creating  a  VLAN
with  a  specific  ID  and  name,  assigning
switch ports to the VLAN, and verifying
the  configuration.  For  example,  the
command vlan 10 creates VLAN 10, and
the command name Sales  provides a
descriptive  label.  Ports  are  assigned
using the switchport access vlan 10
command  in  interface  configuration
mode. Remember that VLAN IDs range
from 1 to 4094, with 1 being the default
and  1002  through  1005  reserved  for
legacy Token Ring and FDDI networks.

TRUNKING WITH 802.1Q: A KEY
TOPIC IN THE CCNA 3 CHAPTER 4
EXAM

Once  you  have  configured  VLANs  on
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individual switches, the next challenge is
extending those VLANs across multiple
switches. This is where trunking comes
into  play.  Trunk  ports  allow  traffic  from
multiple  VLANs  to  traverse  a  single
physical  link  between  switches.  The
CCNA 3 Chapter  4  Exam heavily  tests
your  knowledge  of  the  IEEE  802.1Q
trunking protocol, which is the industry
standard for VLAN tagging.

How 802.1Q
Works
When a frame travels across a trunk link,
802.1Q inserts a four-byte tag into the
Ethernet  frame.  This  tag  contains  the
VLAN ID, which tells the receiving switch
which VLAN the frame belongs to. The

native  VLAN  is  the  exception:  frames
belonging to the native VLAN are sent
untagged  across  the  trunk  link.  This
design allows legacy devices that do not
understand 802.1Q to still communicate
with  the  network.  On  the  CCNA  3
Chapter  4  Exam,  you  wil l  need  to
configure  trunk  ports,  set  the  native
VLAN, and understand the implications
of native VLAN mismatches, which can
cause serious connectivity issues.

Trunk
Configuration
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and Verification
To  configure  a  trunk  port  on  a  Cisco
switch, you use the switchport mode
trunk  command.  You can also specify
which VLANs are allowed on the trunk
using  the  switchport  trunk  allowed
vlan  command.  The  command  show
interfaces  trunk  is  invaluable  for
verifying  your  configuration  and
troubleshooting problems. The exam will
test  your  ability  to  identify  common
trunking  issues,  such  as  mismatched
native  VLANs  or  inconsistent  allowed
VLAN lists  between  switches.  Dynamic
Trunking  Protocol  (DTP)  is  another
important topic; you should understand
the  differences  between  the  dynamic
desirable,  dynamic auto,  and trunk

modes.

INTER-VLAN ROUTING: BRIDGING
VLANS IN THE CCNA 3 CHAPTER 4
EXAM

VLANs  isolate  traffic  into  separate
broadcast  domains,  but  network  users
often  need  to  communicate  across
VLANs.  For  example ,  the  Sa les
department in VLAN 10 must be able to
send  emai l  to  the  Eng ineer ing
department  in  VLAN  20.  This  requires
inter-VLAN routing. The CCNA 3 Chapter
4 Exam covers three primary methods
for  routing  between  VLANs,  and  you
must  understand  the  advantages  and
limitations of each.
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Router-on-a-Stick
Traditional  inter-VLAN  routing  uses  a
single  physical  router  interface
connected to a trunk port on the switch.
The  router  interface  is  divided  into
multiple  subinterfaces,  one  for  each
VLAN. Each subinterface is assigned an
IP  address  that  serves  as  the  default
gateway for devices in that VLAN. The
c o m m a n d  i n t e r f a c e
gigabitethernet0/0.10  creates  a
subinterface  for  VLAN  10,  and  the
command  encapsulation  dot1Q  10
enables 802.1Q tagging. The router-on-
a-stick  method  is  cost-effective  but  can
become  a  bottleneck  in  high-traffic
environments  because  all  inter-VLAN
traffic  must  pass  through  a  single

physical  link.

Multilayer Switch
Routing
Modern  networks  often  use  multilayer
switches, which combine switching and
routing functions in a single device. With
a  multilayer  switch,  you  can  create
switched  virtual  interfaces  (SVIs)  for
each  VLAN  and  enable  IP  routing
globally.  This  approach  is  faster  and
more  scalable  than  router-on-a-stick
because  inter-VLAN  traffic  is  processed
internally within the switch. The CCNA 3
Chapter 4 Exam will test your ability to
configure  SVIs  using  commands  like
interface  vlan  10  and  ip  address
192.168.10.1  255.255.255.0.  You
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must also remember to enable routing
with the ip routing global command.

Layer 3 Switch
Ports
Another  method  involves  configuring
individual switch ports as Layer 3 routed
ports  us ing  the  no  switchport
command. This approach is less common
for inter-VLAN routing but is  important
for  connecting  switches  to  routers  or
other Layer 3 devices.  The exam may
ask you to choose the most appropriate
method  based  on  a  given  network
scenario, so be sure to understand the
trade-offs between each approach.

VLAN SECURITY: PROTECTING
YOUR NETWORK IN THE CCNA 3
CHAPTER 4 EXAM

Security is a recurring theme throughout
the CCNA curriculum, and the Chapter 4
exam is no exception. You need to know
how to protect your VLAN infrastructure
f r o m  c o m m o n  a t t a c k s  a n d
misconfigurations.  One  of  the  most
important security practices is to change
the native VLAN from the default (VLAN
1)  to  a  different,  unused  VLAN.  This
prevents  attackers  from exploiting  the
native  VLAN  to  gain  unauthorized
access. Additionally, you should disable
unused  ports  and  assign  them  to  a
"black hole" VLAN that carries no traffic.
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VLAN Hopping
Attacks
A VLAN hopping attack occurs when an
attacker  sends  frames  tagged  with  a
different VLAN ID to gain access to traffic
in  another  VLAN.  This  can  be  done
through double tagging or by exploiting
DTP misconfigurations.  To prevent VLAN
hopping,  you  should  disable  DTP  on
access  ports  using  the  switchport
nonegotiate  command,  and  set  all
access  ports  to  switchport  mode
access. The CCNA 3 Chapter 4 Exam will
test your ability to identify and mitigate
these vulnerabilities.

PVLAN and
Private VLANs
Private  VLANs  are  an  advanced  topic
that may appear on the exam. PVLANs
allow  you  to  further  isolate  devices
within the same VLAN, which is useful in
shared environments like data centers.
You  should  understand  the  roles  of
isolated,  community,  and  promiscuous
ports. While this topic is more common
in  CCNP-level  studies,  the  CCNA  3
Chapter  4  Exam  may  include  basic
questions about PVLAN functionality.

COMMON EXAM SCENARIOS AND
TROUBLESHOOTING TIPS

The  CCNA  3  Chapter  4  Exam  often
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presents  real-world  scenarios  that
require you to diagnose and fix network
problems.  A  typical  scenario  might
involve users in VLAN 10 unable to reach
users in VLAN 20, despite correct trunk
and  routing  configurations.
Troubleshooting  steps  should  include
verifying  VLAN  existence  on  both
switches, checking trunk port status and
allowed VLAN lists, ensuring the native
VLAN  matches  on  both  ends,  and
confirming  that  the  router  or  multilayer
switch has the correct IP addressing and

routing enabled.

Using Show
Commands
Effectively
Mastering the show command family is
essential  for  exam  success.  Key
commands include show vlan brief to
display active VLANs and their assigned
ports,


