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INTRODUCTION: UNLOCKING THE
POWER OF YOUR NETWORK

Imagine building a house without a
blueprint or a car without an engine. In
the world of networking, the "engine"
that brings your hardware to life is a
Network Operating System (NOS).
This specialized software is the brain of
your routers and switches, managing all
traffic, enforcing security policies, and
ensuring connectivity. Chapter 2
Configure A Network Operating
System is often the first real, hands-on
step for any aspiring network
administrator. It moves beyond theory
and into the terminal, where you
transform a blank piece of hardware into
a functioning part of a global
communication system. This guide will
walk you through every critical aspect of
this process, from initial access to saving
your final configuration, ensuring you
build a solid foundation for your entire
network infrastructure.

WHAT IS A NETWORK OPERATING
SYSTEM (NOS)?

Before diving into commands, it is
essential to understand what you are
actually  configuring. A Network
Operating System is the software that
controls all functions on a network
device. Unlike a desktop OS like
Windows or macQOS, a NOS is highly

specialized for tasks like packet
forwarding, routing protocol calculations,
and managing network interfaces.

Common Types
of Network
Operating
Systems

While the principles in Chapter 2
Configure A Network Operating
System apply broadly, the specific
commands often vary by vendor. The
most widely used family is Cisco’s
Internetwork Operating System (10S),
which has evolved into I0S-XE and NX-
OS for data centers. Other significant
players include Juniper’s Junos OS and
open-source options like VyOS and
FRRouting. Most entry-level courses
focus on Cisco I0S, which provides the
foundational language for network
configuration.

METHODS OF ACCESS: GETTING
INTO THE SYSTEM

You cannot configure what you cannot
access. Chapter 2 Configure A
Network Operating System typically
begins by establishing a connection to
the device. There are several methods to
do this, each suited for different stages
of deployment.
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Console Access:
The Qut-of-Band
Connection

This is the most fundamental method,
especially for initial configuration. You
physically connect a computer to the
device's console port using a rollover
cable and a serial-to-USB adapter. You
then use terminal emulation software
(like PUTTY, Tera Term, or SecureCRT) to
establish a session. Console access is
secure because it does not rely on the
network being operational, making it
ideal for troubleshooting and setting up
the device for the first time.

Remote Access:
Telnet and SSH

Once the device has an IP address and
basic connectivity, you can access it
remotely. Telnet is the older protocol,
but it transmits data—including
passwords—in plain text, making it a
security risk. Secure Shell (SSH) is the
modern standard, encrypting the entire
session.  Configuring  VTY  (Virtual
Teletype) lines for secure remote access
is a core task in Chapter 2 Configure A
Network Operating System.

UNDERSTANDING THE
COMMAND-LINE INTERFACE (CLI)
MODES

Working with a network operating
system is almost exclusively done
through a text-based Command-Line
Interface (CLI). The CLI is hierarchical,
meaning you must be in the correct

"mode" to execute specific commands.
Understanding this structure is critical to
avoiding syntax errors and unintended
changes.

User EXEC Mode

This is the first mode you encounter
after accessing the device. It is heavily
restricted, allowing only basic monitoring
commands like ping, traceroute, and
show. The prompt typically ends with a
">" symbol (e.g., Router>). You cannot
make configuration changes here.

Privileged EXEC
Mode

Often called "enable mode," this is the
operational hub. You enter it by typing
the enable command and providing the
appropriate password. The prompt
changes to a "#" symbol (e.qg.,
Router#). From here, you can view
detailed system information, run
diagnostic tools, and execute commands
that affect the device's current state.
However, direct configuration changes
are still not possible here.

Global
Configuration
Mode

This is where the real work begins. From
Privileged EXEC mode, you type
configure terminal (or often just
conf t). The prompt changes to include
"(config)" (e.g., Router(config)#).
Global configuration commands affect
the entire device, such as setting the
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hostname, enabling routing protocols, or
creating user accounts.

Subconfiguration
Modes

Once in Global Configuration mode, you
can drill down into specific sub-modes to
configure specific components. These
include:

 Interface Configuration Mode:
(e.g., Router(config-if)#)
Used to set IP addresses, speed,
and duplex settings on a specific
port.

* Line Configuration Mode: (e.g.,
Router(config-line)#) Used
to configure console, AUX, and VTY
lines for access control.

e Router Configuration Mode:
(e.g., Router(config-
router)#) Used to configure
dynamic routing protocols like
OSPF or EIGRP.

STEP-BY-STEP: PERFORMING A
BASIC CONFIGURATION

Now that you understand the landscape,
let's apply the knowledge from Chapter
2 Configure A Network Operating
System with a practical setup. We will
assume you have console access and
are at the User EXEC mode prompt.

Step 1: Enter
Privileged and
Global

Configuration
Modes

1. Router> enable (Enter this
command to go to Privileged EXEC
mode)

2. Router# configure terminal
(Enter this to reach Global
Configuration mode)

3. Router(config)# (You should now
see the prompt indicating you are
in the correct mode.)

Step 2: Set the
Device
Hosthame

Identifying your devices is vital for
management. The hostname appears
prominently in the CLI prompt.

Router(config)# hostname Branch-
Office-SW1

The prompt will immediately change to
Branch-0ffice-SW1(config)#. This
confirms the change is active.

Step 3: Secure
Access with
Passwords

Security is non-negotiable. You must
protect access to the different modes.

e Secure Enable Access:
o Branch-Office-SW1(config)#
enable secret
MySecurePassword



o Note: Use enable secret
over enable password.
The former is encrypted,
while the latter is stored in
plain text.

e Secure the Console Line:

o Branch-Office-SW1(config)#
line console 0

o Branch-Office-SW1(config-
line)# password
ConsolePass

o Branch-Office-SW1(config-
line)# login

o Branch-Office-SW1(config-
line)# exit

e Secure VTY Lines (for remote
SSH/Telnet):

o Branch-Office-SW1(config)#
line vty 0 4 (This selects
the first five virtual lines)

o Branch-Office-SW1(config-
line)# password VtyPass

o Branch-Office-SW1(config-
line)# login

o Branch-Office-SW1(config-
line)# transport input ssh
(This restricts access to only
the secure SSH protocol)

o Branch-Office-SW1(config-
line)# exit

Step 4: Configure
an Interface (SVI
or Physical)

For a switch, you often configure a
Switch Virtual Interface (SVI) for
management. For a router, you configure
a physical GigabitEthernet interface.

e Switch Example (VLAN 1
Management Interface):
o Branch-Office-SW1(config)#

interface vlan 1

o Branch-Office-SW1(config-
if)# ip address
192.168.1.10
255.255.255.0

o Branch-Office-SW1(config-
if)# no shutdown (This is a
crucial command to activate
the interface)

o Branch-Office-SW1(config-
if)# exit

e Router Example:

o Branch-Office-R1(config)#
interface gigabitethernet
0/0

o Branch-Office-R1(config-if)#
ip address 10.0.0.1
255.255.255.252

o Branch-Office-R1(config-if)#
description Link to Main
Office (Adding a description
helps with documentation)

o Branch-Office-R1(config-if)#
no shutdown

Step 5: Set a
Banner (Legal
Notice)

Configuring a Message of the Day
(MOTD) banner provides a legal warning
before anyone accesses the system.

Branch-Office-SW1(config)# banner
motd $ Authorized Access Only. All
Activities are Monitored. $

The "$" character is the delimiter.
Whatever you type between the
delimiters will appear as the banner
message.

MANAGING THE CONFIGURATION
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FILES

A fundamental concept in Chapter 2
Configure A Network Operating
System is the difference between
running-config and startup-config.
Understanding these is key to ensuring
your changes persist.

The Running
Configuration

This is the configuration currently active
in the device's memory (RAM). Any
command you type immediately takes
effect in the running-config. However, if
the device loses power or reboots, all
changes in the running-config are lost
unless saved.

The Startup
Configuration

This file is stored in Non-Volatile RAM
(NVRAM). It contains the configuration
that the device loads when it boots up.
To make your changes permanent, you
must copy the running-config to the
startup-config.

Branch-Office-SW1# copy running-
config startup-config

Alternatively, you can use the
abbreviated command: write memory
orwr.

VERIFICATION: USING THE
"SHOW" COMMANDS

Configuration is only half the battle. You
must verify that your commands were
applied correctly and that the system is
functioning as intended. The show
command is your most powerful
diagnostic tool.

1. show running-config: Displays
the current active configuration.
This is the most common
verification command.



