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INTRODUCTION: WHY POP-UPS
ARE MORE THAN JUST A
NUISANCE

Few things  disrupt  a  smooth browsing
session quite like an unexpected pop-up.
Whether it is a flashing advertisement, a
fake  system  alert,  or  an  aggressive
newsletter  prompt,  these  intrusive
windows can feel like digital ambushes.
Beyond  the  annoyance,  pop-ups  can
pose  legitimate  security  risks,  often

serving as vehicles for malware, phishing
attempts,  or  unwanted  software
installations.  For  many  users,  the
question  is  no  longer  just  about
convenience  but  about  safety .
Understanding how to stop pop ups
effectively  is  an  essential  skill  in  the
modern online world. This guide will walk
you  through  comprehensive,  step-by-
step  methods  to  el iminate  these
interruptions  across  your  devices,
browsers,  and  operating  systems,
ensuring  a  cleaner,  faster,  and  more
secure experience.
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UNDERSTANDING THE TYPES OF
POP-UPS YOU ENCOUNTER

Before diving into solutions, it is helpful
to  recognize  that  not  all  pop-ups  are
created  equal.  Identifying  the  type  of
pop-up you are facing can guide you to
the most effective fix.

Browser-Based
Pop-Ups
These are the most common type. They
originate from websites you visit and are
often  generated  by  JavaScr ipt .
Legitimate sites use them for forms or
logins, but many are used for aggressive
advertising. Modern browsers have built-
in tools to block these, making this the

easiest category to manage.

System or
Operating
System Pop-Ups
These appear directly on your desktop or
mobile  home  screen,  often  mimicking
security  alerts.  A  common example  is
the fake "Your PC is infected" message.
These are rarely legitimate and are often
signs of adware or potentially unwanted
programs  (PUPs)  installed  on  your
device.
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Adware-Induced
Pop-Ups
This is the most dangerous category. If
you are seeing pop-ups even when you
are not browsing the internet, or if they
appear  on  unrelated  websites,  your
device likely has adware. This malicious
software  needs  to  be  removed  at  the
system  level,  not  just  blocked  in  a
browser.

HOW TO STOP POP-UPS IN YOUR
WEB BROWSER

The first line of defense is your browser.
Every  major  browser  offers  a  built-in
pop-up blocker. Here is how to enable or
configure them.

Google Chrome
Click the three-dot menu in the1.
top-right corner and select
Settings.
Navigate to Privacy and security2.
on the left panel.
Click on Site Settings.3.
Scroll down to Pop-ups and4.
redirects.
Ensure the option Sites can't5.
send pop-ups or use redirects
is selected. This is the default
setting, but it may have been
accidentally disabled.
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Mozilla Firefox
Click the menu button (three1.
horizontal lines) and select
Settings.
Go to the Privacy & Security2.
panel.
Scroll down to the Permissions3.
section.
Check the box next to Block pop-4.
up windows.
You can click the Exceptions5.
button to allow pop-ups on trusted
sites if necessary.

Apple Safari
Open Safari and click Safari in the1.
menu bar, then select Settings
(or Preferences).
Click on the Websites tab.2.
On the left sidebar, select Pop-up3.
Windows.
Set the option for When visiting4.
other websites to Block or
Block and Notify.

Microsoft Edge
Click the three-dot menu and go to1.
Settings.
Select Cookies and site2.
permissions on the left.
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Click on Pop-ups and redirects.3.
Toggle the switch to Block (it4.
should turn blue).

USING BROWSER EXTENSIONS
FOR ADVANCED PROTECTION

While  built-in  blockers  are  effective  for
basic  pop-ups,  they  do  not  catch
everything,  especially  sophisticated
advertisements or script-based overlays.
Browser  extensions  offer  an  extra  layer
of  protection.  How to stop pop ups
effectively  often  involves  using  these
tools in conjunction with native settings.

Recommended

Ad Blockers
uBlock Origin: Widely regarded
as the gold standard for ad
blocking. It is lightweight,
consumes very little memory, and
is highly effective at blocking pop-
ups, banners, and trackers.
AdBlock Plus: Another popular
choice. Note that it operates on an
"acceptable ads" policy, meaning
it may allow some non-intrusive
advertisements by default. You
can disable this in its settings.
Ghostery: Focuses more on
privacy and tracker blocking but
also effectively stops many types
of pop-ups generated by tracking
scripts.
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How to Install an
Extension

Go to your browser's official1.
extension store (Chrome Web
Store, Firefox Add-ons, etc.).
Search for the extension you want2.
(e.g., "uBlock Origin").
Click Add to [Browser Name].3.
Confirm the installation. The4.
extension will usually start working
immediately.

HOW TO STOP POP-UPS ON
MOBILE DEVICES

Mobile browsing is just as susceptible to
pop-ups, often leading to accidental taps

and redirects. Here is how to secure your
phone or tablet.

On Android
(Google Chrome
App)

Open the Chrome app.1.
Tap the three-dot menu and go to2.
Settings.
Select Site settings.3.
Tap on Pop-ups and redirects.4.
Ensure the toggle is turned Off.5.
This blocks pop-ups in Chrome on
your Android device.
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On iPhone and
iPad (Safari)

Open the Settings app on your1.
device.
Scroll down and tap Safari.2.
Under the General section, toggle3.
the switch for Block Pop-ups to
the On position (green).
Additionally, consider enabling4.
Fraudulent Website Warning
for added security.

REMOVING ADWARE AND
MALWARE FROM YOUR SYSTEM

If  pop-ups persist  even after  configuring
browser  sett ings  and  instal l ing

extensions,  you likely  have adware on
your computer.  This  is  a more serious
issue  that  requires  system-level
cleaning. How to stop pop ups of this
kind involves searching for and removing
unwanted software.

Step 1: Check
Installed
Programs
(Windows)

Open the Control Panel and go to1.
Programs and Features (or Add
or remove programs in Windows
Settings).
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Sort the list by the "Installed On"2.
date. Look for programs you do
not remember installing, especially
those installed around the same
time the pop-ups started.
Common culprits include toolbars,3.
"optimizers," download managers,
and "cleaners." Uninstall any
suspicious software.

Step 2: Check
Browser
Extensions

Thoroughly
Go to your browser's extension
management page (usually found
under Settings or Tools).
Look for any extensions you did
not install. Adware often installs
extensions that look harmless but
generate pop-ups.
Remove any unknown or unused
extensions. If you are unsure
about an extension, Google its
name followed by "malware" or
"adware."
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Step 3: Run a
Malware Scanner
Your standard antivirus may not catch all
adware. Use a dedicated tool:

Malwarebytes: One of the most
effective tools for removing
adware and PUPs. Run a full scan
and follow the prompts to
quarantine threats.
HitmanPro: A second-opinion
scanner that catches malware
other tools miss. It does not run in
the background but is excellent for
on-demand scans.
AdwCleaner: Specifically
designed to find and remove

adware, toolbars, and hijackers.

After running these scans, restart your
c o m p u t e r .  P o p - u p s  s h o u l d  b e
significantly  reduced  or  eliminated
entirely.

RESETTING YOUR BROWSER
SETTINGS AS A LAST RESORT

I f  you  have  removed  suspic ious
programs but pop-ups still appear, your
browser  may  be  infected  at  the
configuration  level.  Resetting  the
browser  can  help.

Resetting
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Chrome
Go to Settings.1.
Click Advanced on the left, then2.
select Reset and clean up.
Click Restore settings to their3.
original defaults.
Confirm the action. This will4.
disable all extensions and clear
temporary data but will keep your
bookmarks and passwords.

Resetting Firefox
Go to Settings.1.
Click Help in the bottom left2.
(represented by a question mark).
Select More troubleshooting3.

information.
Click the Refresh Firefox button.4.
This will revert Firefox to its
default state while saving your
essential information.

PREVENTIVE MEASURES: HOW TO
AVOID POP-UPS IN THE FUTURE

Prevention  is  always  better  than cure.
Here are some habits  that  will  reduce
your exposure to pop-ups going forward.

Download software from
official sources only. Avoid third-
party download sites, which often
bundle adware with legitimate
programs.
Read installation prompts
carefully. When installing
software, always choose "Custom"
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or "Advanced" installation. Decline
any offers for toolbars, adware, or
"partner" software.
Do not click on "Allow
Notifications" prompts. Many
sites ask for permission to send
you notifications. If you
accidentally click "Allow," you will
get pop-up-like notifications even
when the site is closed. Revoke
these permissions in your
browser's site settings.
Keep your browser and
operating system updated.
Updates often include security
patches that prevent malicious
scripts from running.
Avoid clicking on "Your PC is
infected" or "You won a prize"
banners. These are almost always

scams designed to trick you into
installing malware.

SPECIAL CONSIDERATIONS FOR
MAC USERS

While Macs are generally less targeted
by adware than Windows PCs, they are
not immune. Mac pop-ups often come in
the form of fake Flash Player updates or
system  alerts.  If  you  are  a  Mac  user
asking  how to stop pop ups,  follow
these steps:

Check the Applications folder for1.
suspicious apps and drag them to
the Trash.
Open System Preferences and2.
go to Profiles. If you see a profile
you did not install, remove it.
Use Malwarebytes for Mac to run a3.



12

12 How To Stop Pop Ups 2025-07-23

clean-up scan.
In Safari, go to Preferences >4.
Websites > Notifications and

remove any sites you do not want
to send notifications.

CONCLUSION: TAKING


